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maw PlugIn O M7 4 — APl >, Ir.nperva (0
API [ MMy 2 — SSH Gigamon (2
SSH O %99 — 027N 12 DIV
—Gigamon DN M
s YNNI
mam PlugIn O
API O
SSH O
W orp O MTIPIG - 0P | MY PINT MNY DY MTIVNI NN 3.2
orp o O (Punycode)
TY,PYNN 930 MMP) 4 D117 MOIWNY NN DM PYNN 3.3
: DYPYNNN VI W mMTPI 8 DIOPN : DMYN DY MTIYNN
AWS 0O AWS - Certificate Manager (1
GCP O GCP - Google Cloud (2
Certifications
wWna o»p O MTPI3-0MP | DY SUMOLINY XIND ,MIN ,OPP NN 3.4
orpnry O Kubernetes clusters a mymynn
wnaovp O MNP 3—0»p | FIPS1pnd avinm 7omn y¥mn axmn 3.5
orp o O .140-2 Level 2
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NIIYNNM I8NNN MYIITD HY 15H5 NN .1
952 TNYY ,NNNNN WINT DY 191 ,17907 7I0DN2 WITID P Y DY 195102 Y8 INND I8N Yy 1.1
MNN MYITL 19 IPNY 2 PYDI MOLNINND NN MYIITDY DD NT 3991 19 DY MYITN
20792, 3 PYDA PNY MOLNIMNN

PINON 22299191 NNVPVIIIN 1.2
WNNY ORYI PIDN .Y PI9D _IN-2 NADIA UNON NWATIN DNVPLIIIRM PINSI NNON
MNOND MYNN AR PNND ¥ .DXWITIN D23571 DI N DMIPPNNY T192) NNV NNVPVIIIN
,DOVINDN G0 ONIND NTNRY PN — 199199 3 P99 /2 NODIA N.a.1.X PYDI NOIYNN DY NINN
JNDMND MYITI NAIND MIYIT2

DN MYIIHT .2

MLMNAM ,MYXNN NWIN 2DV 92 ,I¥)NA OIIPP NPNY DIWAITIN DININNDN MDD, NINONN 2.1
MY . DPY9)1 10NY) NTAYN MPYT2 NODI — 1 P99 'R-1 NHDIA 191 399199 1 P79 4.3.3 Pyoa
("nann

MI2>202 25N ATV YO 199 19N 1T / TPUMIVIN NP NYID NYYA PHN NOWHN 2.1.1

NN NIIYNN 12 PYVNMIVIN PUNN IWINNT MTIVNN DI DY NRDN MIXMVIN - NNV

nvpan oxnn Digicert-y Entrust 02940 5w (CA) mmynn npadn nownd pwnna

NN NOVN ,OXNN2 DTV 223N MTIVAN NPAN NN .NTIVN SVAD N YUTND ,P>aND

25M DRNNA YVNMLIN PN DII/NIVA NTIVIN DX PPNN NIIWNN .NIIWND NTIVAN

GW mysnna AWS, GCP »yay (on prem) nymipn mpnn N2>20 1D, NNV M0l

NTIVN 935 799 19IND NT MVMVIN DN’ NI’ 1D ,NIIWNN NDYY OIVPNN /Proxy
2O

Apache-) IIS M RD NIV DY MTIVNN SV HOVNILINY XD DI NDID NYYA PN NOIWNN 2.1.2

NIV NTIVNN DY NIRDND NYNPLND TY
INVAN Y25592 MTIVNN DY SOMLINY XYD |, ,0MP DI NI MDY NN NN 2.1.3
.F5
DNRNNA ,NIIWNN DY 181N YN DDA MTIYNN DY NOVINND NONNI NIMN NIIWNHN 2.1.4
NPNY IN DNM DDIAN HY DOYNRIN MNNIND NPHY AT P30 6.10 PYO M1
1w Sv (HSM) »1iy»d 09010 2557 MYSNHNA NYYN MTIYNN DY MNNanm
HSM 5 mpwnnninn 5515 HA nxSn myTava nomn noynn 2.1.5
95 ONNA NON MYITA TNY NIND MWIITL TY YSHINN IXIIN D IPNNNY TWUND WSNN 2.2
3 9921 PAON DY MIYPNN NN TPNN INNDY 7PN 379D NI 7PN, MIVYPNNN NNPN
NN NI9N 927N VN INYINA WD NINNND DRNN NIND MYIITH IDNI TOIW PN 1NN
VITTY PAONY IN ININRD NMIND DX HVIAD IRYI 7PN TIWNM TON YNRNWNRN DI DY MIVPNNN
YITTY IN/Y,DNNNA MWYITTI TN NNV ¥ ,N901 MY RYY ,wITIiN NX DHYND PODNIN
.PODN NNN N
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MIIN MYIHT .3

2 NADIA WNNN NINXND ORNNA PN MOLNINT MDIRN MYIIT D52 TiNY> IXINN D APNNN PN
4.3.4 PYDA NINY DONNNA YSIANN MYIITA DPHYN NN .NIYPNNN NNPN YD ToNNa (3 PH9) NysnD
MYIITN IONI TY ION INNY DD ("MIN MYIT NINAY) 'N-1 NADIY 72 PYDa 19) DOyY 1 prad
INNDY 7N .NY D32 YNNN NYNN NN DIDAD TIWNT IRYI ,NNMP NN YD PADN PNNN MY IWNR MR
,PADN NINXND DRNNA MDINN MYIITH VNI THIW N IXINM 7D 7721’ PION DY MIYPNN NN NNPNN
,NO0N MYY NOY ,WITIiN IR DXHYNY PODNN WITTY POYNY IN INDND NIND NN DVIAY INYA TIvnn mim
JPADN NNND NN YITTY IN/Y,DRNNT MYIITI TN INNY »1
. Imperva, Gigamon NNVIAN 25592 NMTIVNN DY OVMVINY XY ,MAIN ,0”P N 3.1
(Punycode) m>12y2 197 NNy Dy MTIYN1 NN 3.2
: DMIYN DY MTIYNN DINP MOIWNY MM OYP pwnn 3.3
AWS - Certificate Manager (1
GCP - Google Cloud Certifications (2
Kubernetes clusters 2 mmynn Y¥HOUMOINI XN, ,0MP I 3.4

FIPS 140-2 Level 2 ypn5 9w nm 700 y3mnn 9smn 3.5

MavN MYIIT 4

: MININ MDD DD NN DD IXININ ,MINTNN TN INING XD 7D 2NN YINNDN,9OY0 9NINNIND INY Yvan
TIT DIPAM NPNRY L(OVNAN TEIT NTNN NITI) NOWND MNT 1PN NTIYN NPYL NN 4.1
.DVN D¥2592 NN
NN DN INIWN TN DTNN IN 22592 MIPNNY NIIWHN TINT INYMY NTIVH NIX NN 4.2
.Wild Card ,EV ,0V m275 myTynn >No Y51 noMn 4.3
JaaS nxna GCP ,AWS »nya noqynn »2°57 55 mpnna N> nn 4.4
(RBAC) wnnwvn 555 mRwIN D010 MITIVNN DY 23590 D10 PYnn nownd 4.5
opwnn Mysnra SIEM, SLM 703 mioaynd 0omdn 95 n1aym IXDN Mpwnnnn NN 4.6
.Syslog, SNMP Traps
SMTP pwnn mysnna 090 NNYOYY IRDND MPYNNNN NN 4.7
(Punycode) m>12ya 12T MY 0y MTIYNA NN 4.8
: DMYN DY MTIYNN 91N MOIWNY NI OOP PYNN 4.9
AWS - Certificate Manager (1
GCP - Google Cloud Certifications (2
NNNA JINON YT Y NITINKDIND N 197 199102 IWITI K TUN NIIYNA DX2257) MNON 2D 912 4.10
PO NIIWNNN POND 1D MNP WNIN TYR NMVID NN MY IN 1INN

vmm .5
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PNNN NYSNA VNNID ONNNI,INNIN 72257 HIY MY MY ,YNINN NN NN PID PADN NI INND
SMIPN I9IND NOWNN NNPN N DYDY (PVPMNI9NY :19ND) NT TN 29D NMAMNNNN DI NN (WNDd) Y8IN
TINNOIND ,DPWNNN ,D2DI910 D5 DY 21OV, YHMN ININN MIPNN 1PN NIMNDN VNI NN
YPPYD2 VNN NIMIM 5.8 PYDA NNND VI NT PIAY 5 PYDA IPNY VNN 19992 MV MYIITMN
:DPODNN INNRY 1PND) PNY 5.9 PyDa VNOND DOYITIN DIPNIANT MP>TAN INKD NN PN 5.12
NN LNYD NYN TIVHNT NN 9 DY MIYPNNN NN ININD ORNNA 1PN VNN YoM (7NN

STIWNN NN (19N 5 999) 199100 NPODON NYSNA PODN NYSNY DNNNA VAP IN YMY DO DY i

D229YN D299 5.2
TIUND DYON MIYPNNN Y7 5.2.1
NG 2.1 PYD2 VNN MIYPNNN SN NS> PADN DY MIVPNIN NN

POYN MY 5.2.2
IND 2.2 PYD2 VNN MIYLN NN TN’ PADN

0919°WN 23 INY 5.2.3

NYITO DRNNA YIATIV TN WITIV PPN 1MYVN DOMPY NN MEPND Poon Yy 5.2.3.1
NYNMN OOy PP PADN DYLN DIMPYN MM .DXWITIN DNNIN MNDY ,NYD YN TIVNN
NN MDNDN YA D) TIWNID DIPNDNN DIININ PO
MY NNIP Y 9D 2ONNN PIDN . TIVNN MNIY DOMPYN NPODNRD DWNIAP P> DIMIPYN NN
2299 VNN TIXMPYN MNNNN INY IN TAR YT DY HNHOVM

NI L NY 991 ,N9-5¥2 ONX) 2ANO52 OX ,)NADY PIRIAD MO NN MINYD Y TIwnn 5.2.3.2
.PODN DYLN MINN MANND TN THN DI SW INPNINPN

TIVNN .2AN22) YR TIVNHN NYIRD NNAD 7PNN PION DYVN NNNN M12NN ) NAONN 5.2.3.3
P12 1NN TNY XYY INAONN DX YITTY IN DNDN OXMIPY INN DY INANND DIDNY ROV INYA
Y H952) TIVNN NI ORNNA ,IVPNNN NP DI TIRD DIWAD PADN 1»NNN 9 INWID
DONYPYN NN M 720 YT NI 2NV NPD NN NPTID NPHYD MIAPNNN DY NINN
DNNNND P72, MIYPNNN NN PODN DYLN DXNMPY PIDNY D DI INYLN NN PWINY
NPOY 9D MM TIYNA 12102 NN TIVH DNINY PNVLIIN NNNHD NPMNINY OXNNL NNV

RANalbal
PADY YXRYA M PODN ,AN2 TIVNN T DY IWINY IX WIT 127NV DI, NN N DY 5.2.3.4
NN 1IN NONON KOD DIMPY NIMI MYNNNA [ )OND 5.14 PYDI VNND OONINPN DIMPY
YT DY NYATIN NI TPONN NITIND DRNNA ,TIVHN OT DY YaAPd IR DIMPY DM PIyn
5TYN NNDNA ,NYWNN P TIVNY 1IWNN XMWY NPODN 16.2.11 D750 NYTINA VNN ,TIVHNN
.PO0Y MNYNN NP/ TYINI
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VP99 N NIPA 5.2.4
VNI MNTPNN INN TIVHN DYOVN MAYPNNN DNIND |, TIVNN NMMIND OXNNI ,NANT PIDN 1N
PYND NMYTNHN,THOM ININ DI DY PNTNOL NP MIND DV )0 11D .09 NTIAYN NN DI K2
MNIND TIVNN DYV MIYPNNN NN NYIR YIT» N2 VPN NIPA TP ,NTIAYN NMINN

0PN MNTPNN TYHRND

Y995 - VPNIDN WIIINAY B2AVWN 5.3
,P9D> PADN 39991 ¥21DN VNI MV NXRXIN MIYPNN NHIN NDINN NN PION NN INKD
: VPN HY DINIAN DXADYD DRNNA NN MDY PIDN ,NIIWNN NN PPN

.5.4 PYDI VNN DNMNTN MY ONNNA NTIAY NON NN N

NN ,5.5 PYDA VDN ,DMNTN MY ORNNA ,TIVAD DNPONY NTIAY YINPDN MDD .a
.5.8 -1 5.7 PYDI VNN NIIWNN NP INMPNN ,YNINN IXININ NPION)

.5.10 9PYD2 VNAND , TIVIN NRNNN

.5.11 YDA VNN ,NIVTN

.5.9 YDA NNNXY DXNNA DM ,NNMA NOYINY TY MPrTa

.5.15 YD VNN NMPWN NNPID DNNNA,5.12 PYDI VNN ,NPINM NN

.5.14 PYDI VNN DANKPN OMPY NN 3

S 3J 4 o

VIRIY DATYWNI 197 2N 5.4
NMVPVLIIIND ORNNA YR IXININ NN PPN PID? NT DY) LPMIAN NN YN PADN 5.4.1
DINRNN MIXNOIN ,DPYNNT DI 591D NIIWNN NHPPN NN YXD 3191 Yapny NN
DYWMN D93 NITHIN NNPYI NPAONR D71 ,TIWNN INAY 199070 MYIITI VNINM
STIVNN T DY NIYIRY NTIAYN NN YAPIY TIINN TN DOWITIN DVHNYNM
NPOONX 1Y YD) VPMIAD DXAMNH DNNT NMMY NYON NTIAY MION P PIYN 5.4.2
21991 NTIAYN NNON .TIVNHN NNYD MDITN NN MY ,0OMPYN VXD NN

: MINAN TITN NN IX NN 93D
NMOPVOIIN (1
vy ONN (2
DINP DPYNN PO (3
NINY PN (4
NoWNN PN (5
mnvn nnpn (6
MPIT DNOPR (7
MP>71O010N NND (8
MNOIV/MIPA (9
D (10
VYMI 2OV (11
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DYoM (12
nMT (13
moTN (14

Project Closure - oy (15

TIVHRN NPNIM NYITY DOXNNAL(NIINA/NYP) ANNUND NWY TITN NN TYN : WITY 5.4.3
NTIAYN MION MON A9WA POON WHINY ONYI DMIN ,TITN MIANI DIVPIAN DP9 N
AUN RN TIVNRN T DY NIVIRY NTIAYN 70N PN TN ,NIPN 992 . TIVNN NN
YT HY NIVIN 12 DX KON NTIAYN NON NPY 93 5y THNDNY IRWY N PODM Yapn
ANoa ,7wnn

STIWNN T Y NUY» qUIVD LIvann 5.4.4

NAY 29901 5.5
NN MONMNN 21930 WIATI NONN YIN0N : NTIAY 9D VAN DN THON NWIN 5.5.1
NNNN ,NNIAVNN O, DMNWIPN N0 ,MNPPN MIIWNN ,NYITIN NNVIND
YN NNY NN DY YWATIN INK OVINDT XY YD) NN MYNTH MOIWHN IND ,MYITIN
STINY PIDN NTMY NTND PODN NPINKIA .NMIPON 7DD DINNN
VMY VINN DT DRNNA DY PADN ,MPoN NWAT 29 Yy ,NTay ntn Y51 5.5.2
DD DYDNY Y9-YY) NT THDN NINDNA DININN DNV NTIAYN YoM, PMI nyonxminna
.DOYPINN DOMPYN 1NN TONNI TIVNN T DY WY
NYIRN TIN,PIIYN DAVND IN,TIVIN T DY D VIPY NTIAY THDN DI IWNRD Papn Dy 5.5.3
DNDN MWW 22)D NINK TIVNN YAP> OX VYN ,NTIAY D1
DNNNAY TIVNN ONNI DY NPWINPN MY PIDN DMPY ,NTIAYN 900N NMdN DWY 5.5.4
STIVNRN DO TNND
1 )9NY YATIN VYN DY DINIAN NTIAYN YINDN NN VN PADN 5.5.5
$ANYN P2 999N AUN NAY D250 W pavn 5.5.5.1
.DMIXINN NDNDY YIDND DINT M D9I1D NTHAYN IoN THon (1
JDUNN NN (2
STIVNN DINND MYITIN MMwnn - (3
STAIVNRN MOIYHN DOWITI DNV INA NNIAVD NPIWHYD (4
$INYN 122 99952 9UN (HLD) %5551 193900 79090 Y Povn 5.5.5.2
NTIAYM NOWNN NNON — OOMN PPN (1
MOND IO MNM MNIPY (2
NOWNNOIVILVIYV (3
NOIWNN OOV NMINOAND (4
$ANWN 122 9199 9UN (LLD) 99150 191900 79919 ¥ pavn 5.5.5.3
991 /) T8 Y2390 MPWNNNN Y910 DX DD NN H9I1DN NOIWYNN DY VNN DN (1
,MINM NIIND MYIT DD N3 55521 YTPNYM MNDNIV NON 591D ,MPNNY wITIN
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2122 101 9101 ,YTNN NNVIN MYIITY DXNNA
19932 2 971921079 295 XN NINDN DDA DY NIIWNN MIMINND II oW LN DN (2
7799 3 PYD) IXINI MNP MDRD MYIT (2 PI9D 2 PYD) NIN MYOIT NT DO
P99 6 PYD) YTHN NNVIANX MY 2 PI90 4 PYDI MO MADVN MYITN (2
2
JPNNMPMPNONAP (3
PO NONDN NN DXVNIMN NIWNOVIVIY (4
.DYND DM OMNYWPY DNDN NDMYMPYIN (5
YN THNYYITIN DI DXWNNWNNI DN TIVNI NM»pn Mownd Gap Analysis (6
NOIWNN DI HY LNV NMNO NS (7
SNNRD DN 10N 50 vidn ndnN - (8
.5.9 9y 150D VNANOD (ATP) MPr1a PIn WIN Pavn 5.5.5.4
MONN TAON NITY 919 WX - (As Made) Y9193 115NN 700N YW PavN 5.5.5.5
21192 MI¥1Y ORNN2 VNN
NN DPN D 14 TIN DYDY 5.5.5.1 PYDI VNAD NTIAYN NIDN NN YW PION 5.5.6
91 NN Y PADN LTIVNN NYAITH DRNNA N, TIVHN NIRD MINTIN NP 00NN
NTIAYN NN WIAPIV 293 DTN ,DOYY 5.5.5.5 - 5.5.5.2 DIIYD DYONNNN DININD
PRTIN YT DY MIVINY

VP90 MY NPrTa 5.6

YINDN 29 HY MYITN 9N DY MDOND ,NIND MYAT YYD NN NO9IODN NOvHNN DY 5.6.1
P 5592 TIWNN YT DY ITNNY NMNDNN DD, PPN RO NI 19INA DD 3710100
PN2 MO YTHNIN NNVIN MYOITI DY 4 PYDI TVNAY 9 TN MYITN NN
.2 9795 6 yoa

DONNNA,NIIWNNN MYIIT Y NNITH IN NNVPLIIIN NN, TIVN VITTY ORYI TIVNN 5.6.2
DO NPYTA IR/ MIYITA NNTHRY NNDIND NN PA,NIITNN N0, TIVNN NONIND

IN INOND NNIND NN HVIAD TIVNN NV MDY ADY NN N92Y XD NOnm PN 5.6.3
AN NIWNNY YT ,NADN MDY RO ,WITHIN NX DOVNY PADNN YIITY POOND
LDNNN2 MYITLITHY NNHRNNA YXIND

NIHYNN HNIPNI I8N HPIAON 5.7

11902 MYATN TO NN NYDN NIIWNNN PIND IMN PPN ININN DX POD> Pavn 5.7.1
RN Y onIwn MNa,(On-Prem) nomipn mpnna

NTIAYN NMON YAPIY TN ,NINDN NOYIND TY ,NIIWNN NN DXPNY 2»NNN Pavn 5.7.2
2N NOYANN MY DYDY NYN TIVNIN NNNIND DRNN,0OXMPY PIDT 19) 5580 NNIND
N3 NYYaN NN (ATP) nYap mip>1a INND PH

TV, TIVNN NPNIND DRNNAY 1I0H7N OINDNI VNI DXNNA ,MITIN TN PODN 5.7.3
STIVNN NN MYV NN NOIWNN DY PRM KON Dwond
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,A0IV I9IND NN DTN NN NIIWNN DX VYN TIVNN DY DONNPNN OINNSN 5.7.4
RISSANA B p)a)
: OIYNN NNPN ININD NPODNI PADNN MYITY MW YD 5.7.5

998291 N30 NIPNN 5.8
S TIVNN NMNIND DXNNAY NTIAYN NIDIND OXNNA,1PND MOVNINT MDY DD NN YN PION
NN NOIWNN NNPM PN VNN MADN DI MAIY 1T DD DY AN Mpnn 5.8.1
Y ,9NNY NN D92 MYV MNMPN MOWHM NNYPNN NPNVN D01 DY TIvNn
M7 9521 NYIAPN MPATI2 NTHRY TN ,TIVHN NN MIYIYY |, PPMm Xon Nyand
DNNNA ,PINA YSANN MIPNNN 91D ¥ 9NV . TIVHN NYMND OXNNA DOM 331900

STV NYMIND
S 1P Y YN YINN DYVN NONDN DY INN TN DXMPY 1NN YT DY YNINN MpPNNN 5.8.2

DYVN M PPN, YITIO PO HYA PN PADD) 1PN .YXIIN IINN DY MNIPNN 3 MNad

SNNND PO NONDN YY) 1IN

NNNNA ,N¥MN ND202 (HA) RSN MTIWA 7Y 2107) NIV NNNNA MpNN 5.8.2.1
STIwnn nymnd ornna ,Active — Passive

CA -nonw) NNLIARM ¥2°37,(09XTX 19INT) MPNN INIYD NIIWNPN MPWNNNN 5.8.2.2
ININONNN D290

NP TIVNN INND NEMN NDXADA NIIWNND NN PPN PADN - NN NDIAD 5.8.2.3
955 0MITOP DM 60 TIN ,NIIWNN DX PPNNY PODY 1PNNN PIDN .TIVNN INN
79 NN TYINA IN,DOYD NN TIWNN YT DY VNN NINN NYIR TVINND ,ININDD
NOIWNN DY DIWAM NNPNY DWITIN D370 D5 MY ,NTIAYN NIONA Yyapwv
TIVND DXVIDNN NON PADN .ANRINN NNOYIND TY NIIVNN NNXN NITHND ONNN
.5.9 PYDI VNN TIVNN NYIRD TY NPONN MP>TL NN YSIN

DNNNA YAPN MHOYN TO . TIVHN M202 MAD MOIWN PPNNY IRYI TIwnn 5.8.2.4
DNNNA YSAN> MPNNN MY DVYNN .M2ADN HY51 MONNNN MTIYNN 19010>
NN NYSNA PO0N NYSND

mp1a 5.9
995 5.9.1

M’ NN ONDNN DTN NMYOIN ,MOYIVN ,02I0NNN DD NX WD MpP>Tan 5.9.1.1
V&V maopn nnom NN Y85 MO TNk 0NN NN TIRD I8N NOIWHN
,DID0N DXVINNY |, TIVHN MWAITY DMIINN NIXNNY (Verification & Validation)
.DY2»NNN DM ONPNY

MOIWND ,NYIN NPAVYND ,MMIND MIIWNI NPNWIP MP T YSIS 2»NNN PION 5.9.1.2
STIVNN T DY DXVWITIN DY22570 99391 1NN MOIWNY ,020MYN NN

MP>T2) WHNWNN NMIN VN NXPY NXPN NV MPITI VIV DD MPrTan 5.9.1.3
DY YV MPIT) (MTIY MPMN ONI) MTIY MPITI ,NPNOIWN MP T ,(NPoY
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STIVNN DN MNP MINK MWD

YOOM (VNP0NN MPPTa Y0299 N” ONY) NPDN MPIT1 YVION P> PION 5.9.1.4
YDI0M NPONN MPIT2 HVIDN) (7NYaAPN MPITa YVIPN” oND) NYIAP MP 1A
,TIVNN DY AN 1NYIRD ONIN NODN (7MPPFaN YV90N” : THX2 M NDIAPH MPrT2
.Y V992 NMIRNND ORNNY NTIAYN NION YAPMY TYINI

DMMPN DXWININD DI NN DXPNN DOXONN DXVIDN VYD MPrTAN PVIDN 5.9.1.5
INXIN 5910 ORI PYOY D35 NPV MOIYN DY DOPYNHN MIAID ,0PTIN ININI
.Y

MP TN 51N VN ,NDMYY DYDIN NN NPONN MPITAOVIDNL VI PIDN 5.9.1.6
DYTTIN DTN NN ; (DONINAN MPITA TNXY YIDOY Y81 DN DYDON VIS MITY)
,IPONN MP>TI NNIXNY ONIN INNHD ONMNMPNN YR DININD INY) DVITIVOMN
39991 Y00NY DRNNY TIVNHN MYITO ONNNA

TIVAN YT DY 12 WY DMPYDY TIWNN NYIND DI P> MPITaN YVoN 5.9.1.7
ANNRIINAIN

NY0N MP*72 5.9.2

NN Y9 DY PRPIAONNN MINXAN TI9) XNYA PHNDY NN XN NOYONY NYIND ININD
51N 5 DV OWNIAPN DX TYIND) DAY INAVN D INPINK DY ,PI0N T 375070
YIVIRY NONN MPITLO0IDND ORNNA NN, NONN MP>TA DR, ININN NNPNY NN
VIN Y2 DXNON P IUR INYVN DINXI IN NI MOYY IRYI PN TIWNN TIVNN T DY
-HY INPN AWR NIRIND N TIVNN 1N MNONIA 7P KDY 7D NN 9121 .NPOND MPrTa
9 DY PADN DY INPINND MND TN DY IR WS NPINK TIVNN DY 0N 1 Dy o7
9N VNN NSAPN MPI>TAIRNNN NPIND 1) NPONN MP>TAD 71NN YIPDN

NYap Mpr1a 5.9.3

VIAPOYW TN ININN NYIRD NYAP MPITL VDN TIVND PAYND INNN POYN 5.9.3.1
.NTIAYN NI0MNA

D070 I NYIAP MPXTA PIWD NNYT NPOY 19 DY PRYI P> TIVNN 5.9.3.2
2ONNN PODM MYV SUOHY T MIYNNNI N/ MINYI ,IXINN TP 29I DN DI
JRYI P TIVNN,NNNN IR DY .NTOOYW TN DY IN TIVNIN DY XDN 19INI 1D Gnvd
22PN MPYTA NN DY INND O TY0IN INYT POV 9 DY

2V TIVNN YT-0Y YRIN IWINNY MPITIN N2IDIND DRNNA VY NYIAPH MPrTa 5.9.3.3
TIWNN YT DY IVIRYY PADN PTHINY NYAPN MPIT2O07I10N D01 DY 50 VNN D
M0, TIVNN NMOMND DORNNA NIIWNN DY NIRDN NNPNY WITIN D3, IRV P2 19907
(SNMP) 219%/790%) no9ynY pwnn ,NONK — /) T8 MOIWNY MM MXA0N NP
,DX00Y MP>T2 X119 SMTP 091 noyns pwnn ,(Syslog) SIEM noaynd pwnn
.(PT — Penetration Test ) m TN

99) NOMN ,YPO MY yxaY Poon DY — ( Penetration Tests ) M1 Tnn Mp>1a 5.9.3.4
STVRN T Oy PT-n Mpr12 0vp 7180 nwaTin Nows
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Y7125, MIYPNNN NOPN TONNA NY DO ONYI TIVNN 9OV MNINRNN WNY DN 5.9.3.5
1 Dy Ww¥aw ooMndad Code Review yixda mao 11030 XYW 17T Y52 980N NN
DYP T2 IINA XYY OWNNIPTIN , MPTN YN NNVIAN OPTIN 00NN MPrTA,Paon
9N MPYTA YIND DY NI DTY DD IR TIVNID YD PION .WITID

OTOY NIYN /RNNDND DI DORNNA MOV, INOV  )NPXNY TN 19INL DY PION 5.9.3.6
9PN MprTa onna

YN 5.10
L3907 9 Yy 029591 D5 HY XN DY INDIN TIYNN YO0 DD NX TIWND MDD’ PooN 5.10.1
.PADN MWD HVIADIN TIVINN DI AN )IN 7Y PN TINN DI NY HHO
L7252 1PI2Y I TPVIND 10N» TN 5.10.2
: 2192 TN 5.10.3
NN NN AN MPNN DN NN 910N (as-made) 9o Xon Twn pn - (1
(MDY MITIN, 0223591 HHI5 MNTINN PV ,MAINI , 0NV ,072377)
AP NPONN MPITAO0M0N TN (2
DNV NPXNPANP ,NNVPVIIIN I AN DY MO0 Twn - (3
IXINN DN DITPPIND ORNNA - DXIDN MMDON DN ;0N WHNYND PITH (4
L8N NPNYN DWAND DORINND IV, X100 DIvam
M7, TIVNHN NYWIITI DRNNA ,ININN JY WY MNRND OIS 220 Twn - (5
SMPNRN TP NION PN
.NN20M NPNYN GO DWAN TNND PNYI WITOYW TWN DD (6
2190 OXNNA NNONN PPIN AN IDITNIY TN ID0N TIVNN DX JITYD 2>NNN PION 5.10.4
NN 235902 PY

N999N 5.11
:ININ MDITNN DX PPXIDY TIWND PIOS 2»NNN POoN 5.11.1

N220 ,MIA0 AN YY DMYN DXTPOINN 19D DOVNON DIADM NNNN 5.11.1.1
,DOVUNNYN MDD, 00XV NNPM NNPN 225371 NIOIWNN DIVAN ,00INNN NIMDY NN
NOYNN DY qQLIVN N2WAND YITIN D21 DD NV YVINIDA NPIIDN 22207 MIPNN

.DYPNN NN NNON MNOY NPYL INON 5.11.1.2

DN 12 19IN2 211N PWNN 5510 NIIWNN DN NIIWNN O¥9M) YMINY N3N 5.11.1.3
DN NPY ,PNYN MXNDY 1PN MY NP0 ,NOIWNN DYaNd ,Am0n Pa ooY
NN INNIND NNON MPPTIN RODY INNKY 1IN MINN MNITY NIPNN ,MITHN Y¥ID
NN DyLvN

TINON ,INYD P2 NY9ID NOIWND AN TNXY NIOYO NOYTH — OOMINY NOITN 5.11.1.4
VTN NNVIANY TNVPVIIIN,NIIWNN NIYIN NN, NIIWNN

TIVNN NNIN DX XIN ,NOWNN NIPNN DYDY TINDA MDITHN NN Y8 PooN 5.11.1.5
NN
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STV NYMIND DRNNDY TIVND NN IN INPN J9IND WM MININD MOYTHN 5.11.2
5.14 YDA NNNY DNNN2 MADN MIITN PHRIND INWYI 7PN TIWNN ,TNSN NN 5.11.3
SPNNN NYSN VNN PNNY DORNNA TITH MYY 29D MNIYNL IN NPIONL Y0

AN NN PMPY 5.12
995 5.12.1

ND2 PONI NN 1PNY 5.12.3 PYDA VNN NPRNN NINN YMIPY PAD> PavN 5.12.1.1
NN INY T DY IPND NINHNN MMPY NN MDY 5 RHDY YMHIUN NN TI9)
XN Y2559 NIIWNN NAY 2O 5.2.3 PYDA VNI 1IN IN PIDN DYLN DIXNVPYN
STIVNN T DY WY

,IMNN M DY YY) VPN DY MDNID ININX 77 PION N NNON1A 5.12.1.2
MYATI NPV AXINN NION

ANY 5.15 9YOa VNN MPYN NN NN SMPY PID> PN 5.12.1.3

DNYT POV 19 DY ,DIRYI P TIVNI OONNPNN IWNNN MNIND YD [Ny 5.12.1.4
DY IN DINITY YN 191 NPINN NINN XMPY DNNYI YNID | OOYINPHN DIIINM
N NOWAY HHIAN ,TIVAD 1IANINY 19D 1IN MINNN 79y DN NORY DI ,N5I¥Na
.NOYNN NPINND PODN NPINK NN HVAY IN D2)ND Pa0Y N INNN

MY AT 5.12.2
TIAYN MYV NINNN MNPV DX PO Poon 5.12.2.1
DNN LYY TN D= D2 ,8:00-18:00 P2 MYWN WP "NTIAYN Myw” 5.12.2.2
DYV

199NN IMIPY NNON 5.12.3
TNV 123,999 199NN SMIPY 5.12.3.1

MOPN ONPXN ,MOPNN NPNR NIPXRY NPNN DT HHD2Y , M0N0 Y51 ,NOWHNN NPNNN (X
YN NOIWNN 22971 (bug fixes) NIDINI NN NYNN NPRNM

MINNND ORNNA SNNHPN YN DPVY ( proactive) NYPN DXTPN MPY - NYNN IPNNN (2
I8N

TV DOM JPMITIN XD TV N7 JNNY,INNN DY MYTN MNTIN DY MPNM NPIOX - ()
NP NOTIVHN DD DINITY MDY, NNYITIN NNV PPN 19N ININN \NOYOND

SV 191N VIV 1IN (Minor release/Patch) 0 n ppnnm pavd 19y (Major release)
IUPN NIY MYSNNI VITVPRY NN SVMVIN PNITY IN NITYN ONIP DY I NOYO
DNOYANY TY ,DNIPNND XN TN NITTN NNDY Q0N DIYYN RID NN (proxy server)
INONDN
PYITAD ORI P TIVHM NITYN NN VIAY ,TIVNN DY NITYN DX ORNDY 1TV Paondy (T
DINYNA NYYN DNPINM OMNITYN ,0INITYN TIPNN .0 4.6 PYDI NNND ORNNANITYN
DYPY NPXN IR NITY ,NITY NN DY INND INYT IPOW 29 DY IRYI 71PN TIVNN . TIVNHN
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.(5.13.3 PYDI 1PNY VNNND) M99 M IN NIIWNN NX» PO NTMNII PIMMINNN

1IN GOV IDIND DDAPNNN DINITYY OMNPY 0P N PN — (Patches) o)XOL MpNn (0
,TIVNT NPNIND DRNNA ,PION YT DY NPNY (MOPN MNPIN D) DMPN DIRDV .ININN
TIVNN NVINND DNNNY TNXN 29D VPN DMINK DIV .MP T2 NPHRY INRY NTHN
STIVWNN NVYNN AY [ NNMN N0 NPNY DINDVN .Y NI

9WANN YOINY NOIWNT AXMIN 12D YYD NOITN ,DOVNNYN MONYD ,MmOPnY yn ynn O
3oNY 5.12.3.2 Y02 VNNND MPY TP NOYIM

Y MYPNN NMIYINT NPYIY NN NN YPDI NIIWNN DY 11D) DIV NPYI PIN NI (}
NP N 5952 PADN 7Y DIWIN PIND NND TY,D29PI1Y MNIN N YINN DY DMNPON NPIDN
NI TINPN N TNADV NINM TIVNN NYOIT 29D [, TIvnin DY DIW»N NNSA NDNM
T DTN TIVNHN HY DN

MM MY MOPN VY NINN WX DV O NPYY INRD NYIN ,TNSO OXNNA (N
ONY 5.12.3.3 PYDI VNN MIAIMN

DNNNA DXNIIRY DMNNN DXMPY / DTIVNI DONPYN NHNPNA TIVNI NNDL 1NN (L
STIVNN NUITH

CTIVNN T DY NYD YN IYITIW 9D DOTNY DNV DMDOU NN (0

DNRNN TNKD NOWND MYITI MNNND MNAYN DY 1TV PIDN ,MIVPNNN NOPN ToNNa (N
TN DTN NSPOPYIN VITVINOIMIY»  DNHTIT ,NDYIN NIIVN MINDND

A9N9 5.12.3.5 PYOA LNAND (APYI MPT) MPYN NP APYN (D

PININ/ HNAYL NN MY 1P 5.12.3.2

191 D7RYT NN ,NADV P TIVNN MVID THRY PIDN ,NPIRNNN NINNN XMIPYN PONd (N
PN DY NNTY TO2 NNAY I DPON (7MY 1917 1 19ND) ONDLNA WP YN PV
YDA NNND T2YN N 1790 29 DY DXNVYI STV MDY TP NNPNY NIMNDN PN 1D NN

HaYa MYN Poo TN (A

5.12.2 Y0 VNN ,NTIAYN MYY P TPNADVN NINNN MPYN TP DY MY My ()
2P/

.5.15 9y 15N5 DXVNANY NANNM NN TINYD YIT PADN - MY NNIPY NN (T

DXVYNND TIVNIN SWNNYN Oy MNNTHN MIRY NPYI ,MYPN NN KOV NMPYN TP (N
PINI/TNASV PMIND 19N 1)

NPYA PIND TN PAON DY DORNND NNN LWIN YT DY JN1N PINII/MNAS0 NHM PN ()
NDYnn v

TNXO INK YWOINRD NOPNN NMINN,PINII/NINASV MPNIN MYNNNA NINA XD MOPNNY NTNI (}
.5.12.3.3 YDA HND VNN NN MV NININ

21901 19IN MY K922 MOPNA DIV HNN TIVNN P TY PAY TIVNN NYIITO DRNNA,PION (N
LTI ONNY L, TPNN NOPNA 5I19VN NIAYN D) NOPNL DINV NMXOPON NYITN NN
(MMYT MY WNXID

PYN TPIND DM SY D10 NYT WTIND NNR NN PADN (L
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4NN PO NN 5.12.3.3

P90 ,25¥0 MNNXD PINTN NN MYNNHNI IN TMNAOV NHNA NYPN NN 1M XOW Y35 (N
DV DIRNN MNY LIN MYNNNI S TIVHN NPMND DRNNA ,TIVHN INND NP NN PIOD?
NON PININD MINANNN IWINRNN ND D NN NN ,PI0 D 90N WNY )N IR/ PION
STIVNRN NMOMIND DRNNA

Y 5.12.2 9oy VNN ,NTIAYN MYV P NINNN MYV (2

A9N9 5.15 YDA 1HNY DOV INTN TP NPADN) NMNNN LWIN NYIND DIWITIN NANNN N ()

NN DY INY YR NOWI 2D RTND PADN DY, TIVNN 1NN DOV NN NYNTN NOPN 935 (T
SNND NIRNND PO

NYPNN NN TY INNRA INYD INXN WIN 1ONY 5.15 PYDa 9N NopNn NoY DNnna (N
STIWNN NN MYavh

901N 2)NNN ,10NY 5.15 PYDA ITNINY TN DMNON KD INPINY MM NOPN OV NIpna (O
STIVNN NYTY DRNNA DT INON PNINT PADY

198 NN 5.12.3.4
YT DY YNIANN ,WATH 7N JINN NDNY NNTY PADN DY, TIWNN NYIAITY ORNNY TN NTNI
30 v (help desk) NN TP 1939 RPN 19 (Direct) Y189 NPW %9 DN

™MPYN NP APy 5.12.3.5
INND NP NPT DX PADN .NNKN I POON T DY TINN ,NYPNA DIDVY MPY NP DD
PINAN NNON ,NOPNN NNON,NNIPN NNON NN D1V TUN NININD
VALY MPYN MNP DI VIV - 12) PNAYN PT PADN NN, TIVND NYOIIT 29D IR )Y YN
.12 DIV INIP DI NNON ,MIYHNN AT, PT-DY
I TIWNN YT DY ITIVY NPPLDVVLDI NNDIDN NN YTHPN DINNIN NN 1P NNPND MNYT
-5y yapow mana
Dy D) GON) PADN DYLN NN PYNNI T DY DIMINN ,TIVNIN DYV TYPN YWIRD WP MNYTH
.Word YN PDF 07192 M1I0PIN INITA IN /109000 T YNNN 72

mInn 5.12.4
DYVNNNN DMPNN DY NI TWYN NYPN IN P2 DNV DO DN ,NPINNM NIMINN MPY
BPIap)
IN/Y AN (NNPN OUWNNYN MATD) 1NIYVN M) IR TIVHRN DY A0 ONYI Vv 5.12.4.1
;)N MIRNND TMA
WYY AUNR 1DYOLN D INA TIVNN DY STNN IR NTYYNN NRSIND NINY DY) 5.12.4.2
P TN IR JINN IR POON NMINNNY T3
IN NPINYN MYIAN ,00 IN YN WA PR ,NNNN ,0MP1NY YAV O¥I0 N ,NNNN 5.12.4.3
; PODN DY INVYOYY 72yNY MINKN MDD
; DN NTIAY NI DPPY NYIITA NTNY IR IN DN DPNRY INNONIN 5.12.4.4
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; PODN YT DY IPMD XY UK ) T8 MININ AN INA NOPN DV INIMNY DY) 5.12.4.5
90N YT HY YK NPONN ,NNIND NIHNN INIPY NNN NOIDN NN NYPNNY I 5.12.4.6
(DONXPN OMIPY) 5.14 PYDI UMD NIND ORNNA,PIOY G0N DPYVYNI

MI2YN MANY 5.13
9995 5.13.1

SININNNN INIMN MDD DY 9952 YN Y MNID INNNY POON DY 5.13.1.1
399071 990002 VNN MYIT Y90 NIIWNN DY NPNIVYN NNVPVLIIIN

,TIVNN NIY POON YNPYY YN 120V YN DY OOPY YN D) I8N DD 5.13.1.2
YHNNYND INRD MIYIND IN/ WRNWND ORYIINN PODN . TAD2 TIVNN MY INYM DN
PHNNYD P, POPYIIN PIVINL,NT YN DY VI INA VIP INA THON IRA NN D2
NN NOYOIN 1MNNA,IND DN 12 H1MIY0LN Pa NN DN oD

48999 93999 DY 1NNV 1194y 5.13.2
NN PADN YT, NNYTI VTN DXT NXRXIN ,NON NITY DY NIPNL YD I»PNNN PI0N 5.13.2.1
.D2157Y2) OOWVYTN TIVNIN

D221VNN NIDNM 22270 NN DY NINWN/MITIVN NN NINY DY NIPN Y51 5.13.2.2
NOD NMPN NN DX TV TIvNY pavn W (Major release N 1010 H915) 98N
NITYN PPNNY PADN NN NN TIVNN 7N .DNIPNN IR NIDINN NAY NADN NN YD
2PN XYY MPIN MYV D), TIVNN NPNIN 9 DY YNINN NOI/NIDNN MPNN ,ONNNA
oM

192999 IN ININN JY N NPYON 5.13.3

YT DY, PADN NYNN DYDIDON 1220 NN IN/ ININD NN NPDN YW NIPNA 5.13.3.1
12 YTIPN OY DTN TIVND PADN NI NN NN NPDIND PNION DY NIPNI N, JINN
MIVAND TIWND 7PN ,1INRD NIPNIA .DMINDTY DIVITN TIVNHN NN 1DTY 10 DY
: MINAN NN YITTH NNX NN
INYOY VAN OIPNA,PADN POD? ,AND) YNIND ,TIVNN DY ©MYIR NYIAPY a1 (1
NMON DY - TIVNN NYIAPY NPT HY - MY I MNT PININY VY, PONN
TONN 1Y OPNINN DIVIIAN .NADN NINNN DI XIY NN ,PADN NYNNIAY VI
N INPNRN VAN WY NINRD OXNNA NNYLM MIPNN ,MPITA,)1IN
MYSNNI DT NN DI VIO NPONL IX NDID PADN D1 MIYPNNN ProanY (2
D230 TIVNN R¥DOYW NINK TIT DI IN,WTN YO0
VP NDD NS NPINNM NPNN XMIPY AR PADY INNN PADN D NN 5.13.3.2
XN HT DY VNI 12 NIPNA IAXININ JINY DY NPPNM NIVIVN NPPOYN MDY TYWNND
NPINNKD PION NN VAT YT 91272 7P KD ,INIIN 223N 29592 NMNINN NN PP0INY
DND’NI) DDV DN NN IR 227, TIVAN NYAITY ORNNA ,INIAVN DY PIDY
XN JIN T DY NPDN 12 NDMINN IN/ NN IUN NN 2579
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DIWNNPN BOXMIY 5.14
9995 5.14.1

,TIVITI NPMIKPN MNOWN 1) (7DOWIY7) DN DMNY MADIN NN TNSY 5.14.1.1
DYNAY PADN DY) DONIXPN DMWY NN, NYD NYN ,PI0NN PNRIND INYI TIVHN 7D
(rEMNPN DIMIPYY :OND) TIVNN NPNIND DXNNI

DXMN PN NN MM ,MIITN NPND DI NON DPNNPHN OOMPY 5.14.1.2
SY PPN XN DIVOND MYIATI NPTV 1IN NI 7PNNOIN NI, NIYNI D90W
YMPYN PON PN NINR MY 71521 ,NIIYNI DMWY DXNDV WX IN/ ,NIIWNN
.PADN NPINNIY NPINNN IN NIRNN

NI NN OONKPNN DIMPYN NN WINTH YN D WY PN PIoN 5.14.1.3
,DOUPANT DNYPYM NIIYNN 123592 NITYI YW OONSPN DIMIPYY I»NNN
NYINK NND I PAON MINN YD RO 1IN NPNINT MIRNN 29 DY w1
DYMIPVWA NN IADNY NON DOWIXPN DINIPY 1) ,DOUP12NN DIXMIPYIY ,NOIYNY
T 0N NITY INRD DAY 123U ,DIXNIVWN NIIVNN MDINID WD ROV T

DYMINPN DIMPY MINTIN DN DOMNINPN DIMPY PNIND IRYI MO TIvNHN 5.14.1.4
3PN VNOND

PYDI VNN DIXNIPYN MM NNY MYNNINI OONSPHN DXMPY PO PION 5.14.1.5
DYINXIN DD DNV OIMI TNRY PADN ¥ WPAD IRV 7P TIVNN DIIN YD 5.2.3
LDOVINPNN DIMPYN VN DYD

D9WNPN OIMIY NIND YN 5.14.2
:N2N DNND OXNNA NN OOWNINPNN DXMPYN
NYSN YIND PIDNN WP NN INITIND ,TIVNN DYV MIYPNNN DN 5.14.2.1
TOY WP YTNIN ; MINIID WATIN PPAND NN DIVINY NOVNAN NN NYNNN . NVPYN NINIY
NNIND INKD MOYD ORNNA ,MPIANN MDY DY DDIANN 29D YTNIN ,MIIWINN MYWN
APV NTIAY DYV PIYNN NJ9ONI ,MOIVIND MYYN 1901 IN 371902 NYNHINY 19D
NPIVAN NIYIY NN MYIVN ; MPWN MINIAD V151 ;5 19902 NI INYNNI PION
MY YPIAM TWUNR INX 2T D) PADN NMIAPNNN AN NN DY NOIWNN DY MPYN DV
STAIVNRN YT DY ATV I P TIN VNN NYSNN .MIYPNNN D
NN PTYOIN INYT POV 19 DY TIVNN NVONNY ORNNA Y MPYN 5.14.2.2
YXINN DMNN NN/ PNND DXNNA,NYY MDY — NMIYN 295 NN IN : MINXAN OIIVTIN
2210 PN — NPIAN 295 NN - PNINT IN,IYIN MYWN NN ONNNA NN NYNNI
;2210 PNN DY NIPNI .02 DOV IN PNNN NYNNA YXIND NNIND HINK / PNND OXNNA
.DYYNY TITN MNIAR INNID?
STIVNN DYV MIAYPNNN DMIND YNIN POON DV INYNN 5.14.2.3
PO WP INYNNA DO 2307 DOY WP PADY NNAY SN N TIVNN 5.14.2.4
DMV /7 DNITY /7 MNHYN /7 MINAN
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INA DPNPNN) POON DY INYSN IR MIYPNNN DN DY AN NN INND PI 5.14.2.5
TONNN OYNN YT DY PTD NMINNT NNIRNND MINTD PODY TIVNN NN (MDTIvNN
STIVNN NN 2MOND DINONN

NI NN NIMN IT-DY MPYN MIX NONN 2D WIT D TUNN PION 5.14.2.6
PIN XD D) 1T PYD DY MINNNN INY NP2 MPYN MINAD PTD NMINNY INRNN
.PADN NYNN NN HAPY NN DI TIVND

NN NNDNA YT DY IVYIY MWIN DI NN TYN? 12 VNN NTIAY DY DN PPN 5.14.2.7
STIVNYD DONNPHRN DMPYN

P90N DY OUTIND M TNN PONI ,NYY 135 NN OOWINPN DMWY 7PN 5.14.2.8
TIUNN DYV MIAYPNNN DNNY PODN LI 1T DY IPJMDY NN NI DNV DN
,27 DOMNINPNN DMPYN NN DY HOUTIN 11977 D) HIDN VNN NYTNYIRDY NPT
MIYPNNN SMIND DX YIY NYTN P DTN NTIAYN MYV 1901 TPOINN VI MY
MPT PRYY PADN DY NOVWN MYMINNNN POND ,NWIND NPYTAD [ TIVNN DYLNH
.ITINA VNN HINY,NHINN NIV DINMPYN PH2 NININD DYV

TN MANRY ONNNA YSANY HDY1D PHNA ,OMONNPN OOMPY MY DVYNN 5.14.2.9
.MNO50MN

.DYNNNN DM ORNNA TIVND MPI1TAY 10N NPOPWN YD 5.14.2.10

MYV NX Y20N MIVPNNN DNIN HY AN52 1IN INRD YNIN’ PavY Owwnn 5.14.2.11
STIVN HNNN OIVYNN HNND OXNNDY N7YTH MNEIRI GONN MPYN VNN M

O9VINPN 0IMIPY IPINN 5.14.3
5.14 YD DY NNINI DONISPH DIMPY NINDNL TIVHY PIDY WX DN VI IN MPY DI DY
20D 5.12.3 PYDA DOVNNM NN MDY NN PIDY PION DY N2 ,NPINN NNPN NN N PI9Y
L(NMIND MXNND OXNNA TIVNIN ST-DY IR PIDY DII) NMIvN MNYIAP NTIAY DY NPINK BYHI
YN DN DNIPNNY DXVYTIN 12 TUNnd ,010WN 53 XD 07791 IX MPYN DY NTHNM NININD MPPND
YD NN PN .JIN NPINN DD QDN IR L(12IYN 295 ,90NN VN IN MPYN IN) ININD NP
Y YD DY NPINKRD NAIPN TYN PADN DY NYVINN NINN NAIN DN WD

02909 D98 NNt 5.14.4
7901 1IN PNNNA PODN YT HY TN DXININ NNOWNI NMIND DXDN DXININ PRTNY INYI TIVNN
NYNND OXNNA,NNIND INKRD NPNNN NN DY NOY KOV NN, NNIND DIININ TIVNAD NDNY I»NNN
STIVNRN NN PADN NN
TN MDT NN I NIDT DY, D20NN DIXIIN NN WIDTID VIMNN PTYVIN NYTN NPOY TIVND ¥d N2V
;1079 955 NN TI9) 1990 DDIAY INWI TIVNM 1IN NN DIV TIVNN NN NIYNHD MIPNRY MTTN

CNND NN
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MY NN 5.15
05W97) D210 2t - (SLA) M9V NN 5.15.1

,IPADND NMDTY Y1TOY NP TN NITHIND TIVNN YT 99D NN MPYN TINN 5.15.1.1
.IND 29-5Y PADN NMAMNNN DPPD PADN DY NP WINIADY NV NPNNND

MINMPY MPYN TINKL PND DOVNANY NANVND NN TINYY 2»NNN PIoN 5.15.1.2
2WAN XA MDY

,IX03 DIVN IOIN ,MOPN DIPVY NANND AT ,MPY NYAPY ANIPN ION 5.15.1.3
DXNPYN NDIDN VIV DXVNNT DININD YD 19-DY 19) PPND VNN 9 DY NYY»
.MIVYPNNN NN

;Y MINMIPY DININ N2NNN NI TNYD Pavn Yy 5.15.1.4

199197 MYIT — 51950 1t 7/ NANN Nt NYPHN N0 NNIN nYPHN WO

IPT WNN Ty mnnnn. v

YNN  vnd

MPYN T2

YN 995 MPT 10 PN NOPNA DHLN NPNN | I9DN N NIIWN NNAYN mOYMIP
30 VM TP NRIPN NN YIIN NTIAYN Mywa No9YN1 DI

TIAYN MYV NPNX IRIPN NNYND TWUND MPT
YPIND PADN HY NMXPNN SVIN NN NYITH NN
MyY 2 7N M TIVNN INRD DN YT, TIVNDN
NP NN TN

777992 ,NOPNN PNINAD TY P87 J9IN YNIN® D19V
TN MYYD INND 1M NTIAYN MYW1 10 YA

NNXN YXIN DYV 1 TN 7PNN NOPN DIDVN NONN | D7 N MY NMIVN NN
ST INPN noyNn1

NoPNA 219>0N ,18: 00 NYWN INKD MPT DV NIPN2
955 91322 09:00 NYWN Ty XN NTAYN D2 DN
MNP

VPN POON DY NINPNN SYIN NN NYITH NTNa
MYV 4 T D> TIVHN INRD DYDY, TIVHN
NP NNPND TINN

DNNNA NTIAYN MYV PNT 1I9INT Y8 990N
9PN PN TY NPRNNN NNID

NN ,12:00 DYV TY NINNTY NOPNA DIDVN NONN | NN IN TPOVIP NON PR
INND NOPN DNNTI NN .18: 00 NYWN Ty DY IMNA
NTIAYN DY NN N NPVN NOPNN ,12:00 NYYN

.D»IN¥2 12: 00 Ty NaN
PPND PAON DY MINPNN FWIN NN NYITN NTNI
MyY 8 TN M TIVNN INND YN AT ,TIVNN
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MMINTN HVINTN TP N2Y DIWNPN DIMIPYY

NTI2YN MY Y8IN> 190N .INIPN NNXND TYNN
9PN PN TY NTIAY DY 92

MYNNNI PADN NI NNAT INWI 7P TIVNN MDY NP IN NOPN D320 5.15.1.5
.DODINY NINK TIT D2 IN DVNYTA /7 TN NAYVA NYTIN
NI MIAYD NOPNN PIND TV ,NTIAYN MYV ToNN2 ,MONIA Dy Paon 5.15.1.6

STVNN

MYV INND DYRYTA 7 0 NAYVLA NYTIN PION 1XIY NWD SNWY M TIvnn 5.15.1.7
NYYN TY X2 NTIAYN O DY )HIPI2A PADY NIDNI 1IN AWNIN XN MYDIPNRN NTIAYN

.09:00

NPIYIRD OXRNNY,2IDVN NN Y DN OMNDY XD INPINY NOPN YV NP1 5.15.1.8
D90 MYY RHY 915N MN/T PN IN PV PN, TIWNN NI

MPYN NN NI9N 12X BN 5.15.2

N D5 MITHND MWD NN MPYN MR TNY XY Pavm NN 5.15.2.1
PNV N2V DODINDI YNNI DINDDIN DXL PIDN

ONIYN VP DY TITA DY D1 [ TIVNN T DY DINODIN DN widn 5.15.2.2
OINR TIT D2 N/ TIWND OYLI NPNN NYIIN DY NYIRI NNINNI

PNPID DO NHYON TIVNNN YNND YD NDAVA DOVNNIN DMIN9L PN TNV 5.15.2.3
MNIN MY VDN MIID,PI0N T NINN

199101 MYIITI NHPIN 1233 MY NYUNN
NNIPO N OPN NNNAD OVNIX NIYNY NINND

NN DYV 9 )2 @ 1,000 SW N9
mory

NY’NNA NN DYV 95 Pia @ 5,000 DY NN
PXIN 19OV DY NYV DI P2 IN NPVN

/ RPN NNPN VI NPVMIP NOPNA NV NINN
GPNIN 919V 1Y

NY’NN2 NN DYV 95 Pra @ 1,000 DY NN
2219202 1D NYY 9 1)1 IN 90N

NN YXIN MOPNN I 190 11Dy /7 NONN
NPN

2NN NPNOXR 0P D5 P2 @ 5,000 DY NN

PON D5 N NOWNN MPNN N/ NPIONT NNON

MPYN NPOON NN
NONNN NN 0P DD PI2 @ 5,000 DY NN | OONNPN DXMPY MIID) MPY NPIDNA NNON
MPYN NPADN (Po3TM

MT990 M*ON 5.16

NYTHIN NITIVNN NXIDN .NMITIN NPIDN PADN 2> PADN ,TIVNN NPMINY DNNNA 5.16.1
IN N1912) DXTINN P2 MIYPNNN NPOIN X OPD DY NIPNIA PWYIPY DIIONNN NN
NVPNNN NPNL DXMIPYN 1NN DY 2DW 552, NNV NDO DN (NPON
OMNMN 595 AR 20N PAONI IN NIIWNN NN PAYND NN MTINN NN NIVN 5.16.2
YN ITIDN Y9IND INYON MDD IN TIVNN YTY WITIN YHN DI NN 19 MHON NOIYND
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MANT AN VAN [, PINNDY MTIVNN TONNA TIVND 1NIYID MDPN INA P Y
9N NNRY ONNNA ,DYTINN YD DY NOND NDWH NIdPY TN ,N1PYn

I Y230 MPYN NN MWD KXY ,0OMPYNN PON DAPY PP0INY TIVNN VIONY 935 5.16.3
IN NYTIDONN MIDNA NNINNN YINY DN .DaAPOY PYNNY AN TIVNN OMN OIMPYN
191,931 0NN MHIYN DYDY N2 DO YSIDY NIV DD MVYY 2»NNN PION ,NTINA
211 NIVNA YN IN DIWIND MIYY TUN NDIYD DI YNION YININD

TIVNN MYPA D0 NN DMPY NN J9IND NS GNYD 210 NI MYID 2»NNN PIoN 5.16.4
0N 29 DY DAY MNNN PO PN NOXIN 1PN MTIDNN NN WNNY Y»ON
,TADND TIVNN NVINN THID MDY TIVNN TN JIYID NNYL D P DN G MTINNN
YN OXTTNN P2 NPVIYN NITNN DY NIPN D250 DIIIIDN DITTNN .NPIDI NNIYL IN
NV TP, NVIN N IX NDIN DY TYD VITTON PI0N YINd [, TIDND TIvNn nuonn
.7252)>905 N¥a Nand

s MTIDONN YW 5.16.5

2Y TIVNN NUIRD TV NHIND NPOON DY TIVNN NYTIN DPND — 7M1 NP (1)
MONIY 1Y, TIVNN MNIY NN PADN YN ,MDIWNN NNPNI . MIIWNN NJPN DY
PN NYANN NDPNN .DY/INK D/PAD DY IWPNN TIVNNY D3 ,0/YTNN DY/Pavin
790N DY .DYINN DY/PAD YV D/HNPNA DY TN IN,MIIWNN NMPN NINN DY TN
, DN YT DD 1YY ,NNIND NPDN DY TIVN NYTIN DY UHIN TINY T DI1va5

Y9 NOYD DINYPWN TWHNN IYIRNDN I9IND ,DY/YTNN DY/PODY ,07I0INN INY)

NN O0VI9 H5Y MY ,NINN YD o2 2NN NPNY PADN PYN> NMDIWNN NNPN1I
Y PYDIY MTIDNN NION VINAD - DX2PNY,NNINAY MPYN

INDY NN OWVIN TINND DXTAIWY NINT TNND THYND 2PNNN PIDN ,WITM NN
DY/PA0N PN) DY GMYNI 1TIY NOXR DT .VOIMNPN INYT PPV 19 TIwNn
.DXMPYN HYW INMIY 535 NIV NN NIAYND NNYON 20 IN TIVNHN DY 191 D/YTNN

NMPN2 .)9N INKD OOWTIN 12 TV MIIWNN NAPN DD DN — "N9NINN NAPH” (2)
DY 1IN DXMIPYN INN NNV TUR INYVN 2D IR/ PODN YT IPD> NN
,DNRYVN M3 IN TIVNN ONXID IN D/WTNN D/PDY ,(TIWNN DY VIMNN INYT NPV 29
SUITIN NPYTIN MIYYN 9902, TIVNN NPNN YPD G TSN DTN MN9YL YPO

LD OMNY DNND ONNN)

P90N T HY DMDMIN OMIPYN DI NPDNA H2ITN ORD INYTINL VID TIVNN 5.16.6
P90N DYN DMIPYNN NEPN NIRYNLIN,(IRIDNI NHIND NPON) WIN POOS DNV
UTN PADY DNN PON NNV
NN DY OPON DMNX 220 MTINN NMIDN NX OMPY PODN NN DMIPNN NI 5.16.7
PADS NYNHNT NNNNN DXMN ,NNIND OOMPYN PON NPOIN DV NIPNI IPONNY
95, 0OXMPYN 1NN PYN> PADN IIEN IRWVINY DMWY 9P>N0 DRNNA TIVHIN
TYIPND? NYN DXNPY .NITINNN NNONL HNMNY Y NOX DIMPY PAvh wITIV
DN PY0ANY 1MINIA 7D AN YNNI WTY TIVHNY TY IN MIVPNNN NPN OIND
.MIVPNNN NPN OIN 1Y
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DYTYNN Y95 NN VYD PODN DY DY IINNRD MTINNN DY TIVNN NYTIND N9 5.16.8
SV PMPYIA VNRNYNY TIVNN 9NN NIRRT NPYN NN DY NNV 1N DY DOWITIN
NN DY VIPIY YW AUNR DYTYNN ITO X ,NMDIWNN NAPN THONNA ,IND PADN .INN PID
2YNY TIVNY TIWIRD 1IN DY MM H95 NN, MOPN DN DXNYPY NIAYN YNID
SONK DIMD OOMPYN NN

; 99TY TN NN : XN VIPAY DRNNA YITIN NN ,INYD P2 ,955N0 MTIDNN NN 5.16.9
NIND - WINIT MINOWN NNOVN ; (7 T91 NNIPYWM 1IN ,NININ) IRNND 517 Y¥IP NIYIYN
NN DIWIND WITIN 931 DMON ,DOWNNYN 019 5510 PODN MDIYNI DNDPP DINM
N30 ; Migration Y1¥°2 TNYD YIATIN YTHN 9 MON DNINN NINK NIIWNI ONVIIP
NPNIY ;1T 190D DINIPY AN NIVN MNP IN DIPID HYW VPO 190N ,NPNNN 20O0N
ANYVN MY IN TIVNID DNIAYN INKD DINN) NTHYM NPTID DY

15 9PYyD2 VNMD MVNN POV HIN PADN MHODN NN 2D’ POV, TIVNIN NYPA 9 DY 5.16.10
VpPNNN NYIND

TN YD HY NN VY DI IN MINAND,TIYNN ,DPINPDNN YD NN TIVND PN POON 5.16.11
25 NN 2Y> PAODN .OIXMPYN NNT YN LMD VNN N NPV TN ;M) NNV
PN NIV V19 DY P INYD RHY 19IND (1D ,D750010) DINN) DIXMIVYN Y2100
.Y IVIN MY P

VIND TIVON IR YT ,IDIN DD P12 PN KO MOIWNN NIPN DINA D 2PNNN POV 5.16.12
ONMN NTHYN PONN NN TYM 1) ,(PTY 1953) 1Y DX NYPN OMIIND IR TIVNID
AN PNY

PNN DY PYDI VNBND ,NPON N IXIVNI NMTIVN NION VN 9272 NVINN 5.16.13
STIVNN DV OTYOAN NYTN DI1PYVD DORNNA

YT DY MWD VNI DY TND DN 19991 ¥99DN NNPRNN X IN NPND MWW Y35 5.16.14
OYTYINM 112N, D080 NNND OITTNN P2 MIYPNNN NPON IN DY DY NIPNA PavN
STIVNRN T DY NIVINDD NITINNN NNIONI WAV

Y1299 HNVIN .6

GPYOI MOLNANN 1202 NNN YN NNVIX MYITAYTIY TLS MTiyn 5112 I8mM NOIWHNN ,Paon
VPN NAPN DO TUNd Pond Mt
Y5 6.1
s MINAN MYOITA TINYD PADN DY, TIVNN NIRNN NMONIND 1951 6.1.1
221 MYN YPAD INYVN DXMPY NN ,NTIY 1T H9D2) INYLN INON 53) PaoN 6.1.1.1
MYT Y22 TINY - INPRNN JNNPN L1N2399D NHN IR NMDIWNN MIPNNL DX2ANYNN
192YY DN P2) 19907 919DH2 VN NN DN P2 ,I1200 NNM YNNI NNVIAX NPNIN
LOPMI9N VINGID 2DV DD NYD NYN TIWNN T DY
9 DY PNMIMNNN VIN NNDN PON I IWUN YTNIN DI NNVIND INT PIDN 6.1.1.2
20792 NIND T NADIA NPTION NINNM 5552 NHIND
19IND NN D7D — DNVIINND DMNITY MIID .NVIIRHD MM MYITI NTNY 6.1.1.3
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DN NTIND D910, 0NN
NIYIY 5NN SMNN PADN MYOIT — APAON NIVIY DN MYNITa NPy 6.1.1.4
STAIVNN Y YAPIY DI NPAONRN

Oy WITMY DID) (NINNM NORY N2 ) B N1 meda1a Tnyd paondy  6.1.1.4.1

21N DY (NN NORY N ) B 10 mwdT1a Timnyd 1IN Dy Tawnn »
1252 TIWNN > DY NN MNINN NPNIN .NPIOR NIVIY
A N MWYAATI TINYD IT/PADN DY ,TIVNNOIT DY WATHIW DI 6.1.1.4.2
PAONR NIVIV 5NN (DTYNN 90 MY NINON NINI)
macswnn (Third Party Components) 91y NN NdYwa TIwnn 1Y aynd 6.1.1.5
APMINDI) MY ,No9yna
YY) NP -Penetration Test 1120 ,NNVIAN MPYT2 MINXXIN TIWHNN YD Paynd 6.1.1.6
s ININ MYITA TINYD I NIIYNN DY, TIVNN IR NOMND 931 6.1.1.7
ONNNA PY OIMPY DY IX (On-Prem) nmipn mpnn Yy nooan mdnn mpnn 95 6.1.1.8
NNNNA MDY DRNNA,MPNNN DY 1IN NT PYD NPNIN .TIVNHN NPMND
DY) .T202 TIWNN NPNNND YNINN TIVNI OINIRNND PNINN 1237 D935 Ny 6.1.1.9
1292 TIVNN MYIND) NN YSIND PININ
O NN (On Site ) MPoN 1NN YXIAN PXITODIPNTNR/ DPINN /AT WA 5 6.1.1.10
NN TIVNIN NN
OI0N YD OYNON ,TNYNNNT NIIWNNND DNNYYTN NIRXIN IVANNND KD 6.1.1.11
JON DNY
N2 YNRIN OINONA YN 9270, Log d¥ap ININY »IN NN 0»P) NN 6.1.1.12
2772 920 NP 22 OINN DI MY NN YTNIN NYINRD) IRIND TOIND NN
STIVNN NI PIY INK TPON HY2 N
,N99YNN DY 920N NN Y01 DY NN VIS VNN PIDN DY, TIVNHN NI DNNNA 6.1.2
: DN DYV VI, 99D DY NOIWNN NNN T2 1N YTHN NN T2 N
,(NIP2Y NV YN - P YN DY YR MIIY) YPNRN NND NNVPVIIIN 6.1.2.1
: DYNIN DYV MIAD
NPV PINT MYIVTY YN YT PON 6.1.2.2
.METADATA »>02>0 m272,N¥1NN2) TIDYA,NNNNL YN NN 6.1.2.3
MNTI TN 6.1.2.4
YTNY DY) MNXYIN YDOPIDINY XTPNYN NN NTNIY 6.1.2.5
.DOWXIN DXIMVIIP NI /MANN MMM 6.1.2.6
NY2IN IN/Y 927) 120 WX DY MTTINNN 125V YN NHVN MINPY NPHY 6.1.2.7
YN8 DY MITTIINN INA
>0 NN NI (High Availability) nmay m»nt momd SvHomopwsIN o 6.1.2.8
.DMNYN TIVNN YNNI
ON) MNYIPYT MONN , NN ,MIDIN,NYNIND TINNNVN 7235790 NN IR PION 6.1.2.9
NPT DN ,NIPAY NV OIIYN L DMOIRIVIPNY ODIWN OVINA (IR MYNIN
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2P0 OVPIR IND MTTINNM

VYN .29 91951 DD NN ,NOIYNIN TINA OID50IN YNNI NNVIAN MNINN DY 6.1.2.10
NN DT 31992 NWITIN NPIRINEPNON DIND NN, )NNN D55 TP JI9IND DN
DOY0 YTV DINDPND

NLAIND PN DNIPNN TIT DINVTY ,DINITY,NPINN MMM 6.1.2.11

NN NN TR PIXD DOYD MIMNNNT NITIPIND NNNX DY ONMNNY POYN DY 6.1.2.12
2S0)2D 927NV DD YN DMNDDDY YN

INVANN HYION 6.2
NNVIAN NPPTN ,IPDN NN NPITI YINDNY ORNNA NIIWNN NN PPN PAD> PIoN 6.2.1
MOMIN MWD NPITH ,YDNN NITY PN ,MNVAINND MWD NN NPPTH YN
=10 MP>TAVINAY DD TIVNN DY NYPX NPTH ,MNNDID NYPTH ,DIUWNNYNI
STIVN2 72)0N NNNN TN DY YTNRN NNVIN NPTH 97y DON
NN MVIANY NIVNI NN PA,Y NN NNVIR) 120N NN MNIPY NN OYHN NIIWNN 6.2.2
: DNAN DYVN, TPTIPANT MDNIN
VTN MOIWNNT MPNK 6.2.2.1
VTN MOIWNN MPNT 6.2.2.2
DYNN N MIAIY Y HN PON 6.2.2.3
S 9NDTI, NIIVNN IPWNNI INYI NN MPYNNI DI DININ MNIPYN NN OY»N NOWNN 6.2.3
N Y8 — Identification 6.2.3.1
M nn—Verification 6.2.3.2
To1192) NMPYH NDNON PYNNI MNTINN MNTN 2257 N8N — Authentication 6.2.3.3
PVINNRND MDYIN
MPYY NOMIN TONN MNTINM MM VIOX MVYN PYNN — Authorization 6.2.3.4
PDVINNRND MDYIN THNNAY
.N99¥N1 2>59 HOH DRNNA N NP2 — Access control 6.2.3.5
YD nadn — Reliability 6.2.3.6
(MAXM) W) ¥ N DY NN L,y TNRN 1oN/n»To — Confidentiality 6.2.3.7
Y10 Mndvw — Data integrity 6.2.3.8
.Mwnonn ny»n — Non-repudiation 6.2.3.9
MV 0w Ty n — Log, Audit, Monitor 6.2.3.10
121 DMYOWN DI Y MPINNI plug-in 195 7) T8 TIP2 WIY HOWHY T8 NN 6.2.4
STIVNA 9202 NN TIVNL NPEPIYIN NNVAX DINN DY YRIND NN 2NN
(Linux W Windows) DRIvo n»OTY NOYaN MoINna vnnwvno a1»nnn poaon 6.2.5
TOIVY ORIV MPNN NPPTNH DY PADN AN DMIITYN NNVIARN NIV NNITIVIN
STIVNN NYMIND OXNNA, NOYAN NIIYH NITY NPITNI

P15 HNVAN SIPM TMIPN ,PIN MYSITA DTNY 6.3
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NYO5ON MY 0N NYVLIASIN MYOITN D2 TINYD NIIWNN DY PADN DY K955 6.3.1

YTIIN NNVAN MWYIIT DI DY NIYN NOIWNN PN NIAPNNT 1NN NN D20, NOND
ONPNN ,ANPNN ,D¥PIND DY NP MIFTYN ONNTNN DNDINI MV MINN)
219N DXONNN NPNINM

ISO 27001 ©MMHN NNLIAX PN 6.3.1.1

ISO 27002 ©MMHN NNLIAN PN 6.3.1.2

(PY DI PIN9A 12T NTNI) [SO 27017 HPya ©NN) NNVIAX PN 6.3.1.3

(PY ©DIAN PINS2 121D NTH2) ISO 27018 PYa NPVIS NNLVIAX PN 6.3.1.4

PN 1981 N’NPYNN ,NPVIA NNN PIN MINNN,NPVIAN NNNY MWIN NPAIN 6.3.1.5
.2017=37ywnn L, (Y10 NNVIAN) NPV NN

0N YV NIN PO DI DAY DN 1051 ¥Twn D 6.3.1.6

STIVNN DY MNVAIND MOIWVN MM NPT 6.3.1.7

-IVN ,D2AVNNN PIN D) MAYMNHD MOIWNY D) ONMNNND PIN DD MNNDN 6.3.1.8
(27191017 PP 2T 2007-N7OWN 0218 MNDT PIN L1995

ANIDHN NPRIN IPT PIN MYOIT DY NNY YNINNDD TIVIN ¥ NMVIAND PODN Y 6.3.1.9

N NN 6.4

P2 ANRDN NTION - DD ,DOPYNN NTION IWANNN .OMINTIN P NOIWNN YPpwnn 6.4.1
.DNNY 9IN OPYNNI PAY D10 PYNN PIAD DOVHNWNN PYNNI

D79 NV N2Y202 NMYNINN MNNNM NIIWNN NPT 6.4.2

D799 DY N2202 NYMN NYIL YNINN NOIWNND NIPNN 6.4.3

PSVINID-IPIN DD ,NNDND MNYI NTIN YSINN 6.4.4

5271 Best Practice » Yy ynwp» noynn Hv (services) ©XmMPUm Noyanin maIvn 6.4.5
.DIVOY DI [ TIVNN YoM 97y DY DDA

TO J9IND WNIAN YN NNVIAN MNITYY NOYIN MIIYN MNITY : DMVMP NN MNITY 6.4.6
NIIYNN MY NNVIARN MNITY NN PIDN .TIVN 12»D NN TIVH NN QLI
.NOIYNN 23590 DR NITY DY NIPN D92 IN,NYOIN NOINNY DD

[(Offline) VIIVPNY PY> NN KOY DINITY NTNN VI TIINN NOIWNN 6.4.7

IN/Y XN 1Y NOIYNN DY PON D2 MIYPA 1227 NYNIND 1NN DYMY IWINRN NOIYNN 6.4.8
(DXNIP NNDYNZ MYPA N2> 1Y 5552)) Y70 NDIND

DRNNA DIPND INNDOY MYNY /7 NYUIN /P DI DY TIVNN NN Y110 INNN PION 6.4.9
STIVNN NYTH

INPILANN NI NN 6.5
PO — ANT — DN OV PIPOYN 29 DY VOP MPPTA DWML TINNN NOIWNN 6.5.1
:(Constrain = Reject = Sanitize)
ANVY VPN, TNN,ND 29D VP NI - White List-2 wwow : (Constrain) 92)n 6.5.1.1
mMapnny wnwnd NN Vop non — Black List -2 vwmow :(Reject) nnT 6.5.1.2
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Bl Rieilal
VYPYINTI NPNY INONIVID D WY VI TIONY - YT VIPN PP : (Sanitize) IO 6.5.1.3
.Mva

oN ,INTY LAPI -5 nHapnnn nwpan man NN 0) XTNN NN ,2OY9 NIND qGON1 6.5.2
320 MYPN NX D) XNTHN NN NN, XMLvnoea ny»n APL -5 nbapnnn nvipan
ANYTNY oxNN3 ,Schema myxnNa XML -i
OWASP top 10 -5 ORNN2A NN OMNNIND DW»N NIIWNN 6.5.3

(Authentication) MmN 6.6
YTIND NN INND ,NNYT MPY ,APIL ,nbyann noayn - 5 ,noyna 907 99 6.6.1
aMay
,DONNI DDA - ¥ HY PO, NIIYNA DN NMINNDION NONK J9IN DX INNY PADN DY 6.6.2
PNNN NN YINOYW NV ROY DD NING .DIVM IN DU ,NHYON NN
MH2NNNN NYa (SSO) wnnwnn S¥ NTINK MNTIN N1D¥/2 WHNNM TINNN NIWNN 6.6.3
NNYNM DN YPYNNI
DV YR YIVON AWUR  MINNDDD NPPTH NOND NDID/A VNNM TINNN NN 6.6.4
S TIVNN DY MNNDION NP TH 97y DININ DINWNN
AN IR 0NN X DY NNDID TN NYIAP : INDID TIN 6.6.4.1
NN ,MTH NNVP NPMNX DX9DI1ON ONNA YINY NPIN : NNDYD MIAINN 6.6.4.2
.DYTNPN DD
X) NNOXON NAONNA WNHNYNN 21N> PINKIY AT NP NYIAP : NNDY0 9PN 6.6.4.3
(O
NN MNXNDD X MNSY HY MINNDD NMNVDN NYIP : NINNDYO NNV 6.6.4.4
VIDY MY : NINNDYO/MNNT D110 7T NN DI NTIAYA TIINN NIIWNN 6.6.4.5
Active-Directory n>qyna
.SAML 5101792 Tmnn NowWwnNn 6.6.4.6
TN POoNNa MFA 0vw» 15152 Tmnn Nownn 6.6.4.7
NPNIND DRNNA OMNMN DNN TINVI-TN 7PN MYSNHNI 1IN MNPDDID 6.6.4.8
.1NDY0N DY NN NNY TWARNY XD . TIWNI NVINND NN
NMYINN NYIAP N K921 — DIOWID MNTIN NIPD) NYINI NIPA NDIDA TIHNN NIIWNN 6.6.5
YN DOV MNTIN NP 190N INKD DIWNNYN NDOYIN - DY 1513 DIWNPN DY
JPONONINDT MDY IN/ NDIWID ININ DINNNN DIVNINN NN PTHND M 1NN
wnnwun ova 89 API Keys (Token)-a wy»w nwyn noaynn APL Sy minTina 6.6.6

NODY
-5 MY &Y D) ,0w» 0wwa HARD CODED -5 yny» XY mNNDDD — a8n 991 6.6.7
.CLEAR TEXT

oy TIWNa2 NH»pPn SSO NS Mpwnnnim MFA | 2 nomnn 0»pnn 51100 N2201 6.6.8
STIVNN NPNIN 29 DY) TNNN D
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NOTY PYWNNY NWN TNND YNION ININ NPN DON DIV MNTIN - PYNI 2DVA1 6.6.8.1
DNOWNN DTN 1PINN
STIVNA WINIWY DI GUN VNI FYNNNI WINIY — TNV 6.6.8.2

(Authorization & Permissions) mNW9N NN Y119 6.7
NN YOI, NPIPIIN ,NYYaNN MOIyNa Shared Credential -2 wi»dw MOIN YN 6.7.1
KA m)
— Y5, MMM o710 (Roles Segregations) 7OY1pon NTI9N72 TMINN NOWNN 6.7.2
DMWY DMNIN P NN PHIND TIN
MPYNHRNNL PHNTI NIIYNI NMNDINN MIXYINN DI NDNNN IR INNY Pavn DY 6.7.3
Active-Directory & LDAP m2a19 nynson nyint 91n0 noynd
STPON D25 NRYPN MNWIND NN NOIYNA Roles -n H55 NN INNY paon Yy 6.7.4
.RBAC (Role-Base Access Control) -2 7010 no9ynn 6.7.5
: DONIN NMIPYL TN IUN 31D MIRYIN YNNI TIINN NIIWNN 6.7.6
PN TN W) IWAND ¥ NOIYN 2257 D) NIIYN DI : ORI IRWIND NIPY 6.7.6.1
NOWNN YTIPOM YPPIN NK YNIY 17Y INNY DI, DVUNN DN DINY
DYARWNY NWID D12 DIVNNYN IDIN DP2DND W : NOIYNMN YANWNID NYININ NYAIN 6.7.6.2
YN DYDY ON N (191, registry keys ,nvpon ,008ap)
TN DINNN DYDY NYNHA : DONNIN DD WHNWN NIY NPIHNDIPND MIRYIN 6.7.6.3
Store Procedure -5 {0 MNXWINY XTNY TN ¥ 001 NITY NOOHY NN HY MW
AW 5D NPOHNDION IN TAD2
JAD -2 mxap 7 Dwnnwn Yy DOINNA NIRYIN NPINI THNN NWNN 6.7.6.4

Access Control - nw» m9pa 6.8
MY NPOWYOND O mMw»Y Y ACL (Access Lists) 9122 Tmnn noynn 6.8.1
.(MXMN N2>202 OXNN DV NYNIN DY) NN ,NNPNTY)

PNONN 6.9
N (Yv ECCN) ndymy AES256-1 N2 nm) DIW»N NN MDD IWANN NN 6.9.1
NPRNN MTIAY YNID 7P I .PODY MW ROY ,TIVNN MY PN MIANNN MNNMN
AOR MINNAN NYT XYY PADN YT HY NN

Data & Information - ¥4’ 6.10
YDNRD WA TNND MYIATIN NNNN NN NITHIN MDD NTIVNA THNN NIIWNN 6.10.1
YTNN NPOO ONNNA
: (Data at Rest) nnnna y11n 6.10.2
IUND MHBXIN NN JONINY ,NPVI YO D YWY NOIWNA INWIN YTNN 9 6.10.2.1
NVYOYIA PN MIANNN MNNN .DMIPN DINN DMIMINIDN DY DDIAN> MAXNN NINN
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D59 PADN . TINIVINY MIANT MNNN NIIWNY RN 7PN 1NN TIVNHN DY NTYO3
.MANNN MNND NYT> RO NPINN MY YN¥I5
D)1N) YYD NNAXM POIT MANN IWIRN NOIWNN 6.10.2.2
.Cache -n 512 v YR DY NNV IWARN KXY NN 6.10.2.3
JOSY NN I IUN YT 5 193 191N NDN YN NPNY IWINN XD NOWwNN 6.10.2.4
TMANT MNPIVINND YIDYW MYNNINI W)Y NI YN NIANNA TIHNY NOWNN DY 6.10.2.5
(w1 ECC I AES 256 bit mnad) 011pn
PN VDY TIN NVIIND J9IND 1INIY DPNIPHN DOWANYN DY NMINNDID 6.10.2.6
my NVYYY DIN AWK Salt 7y 982 SHAS512 110 DNLIINDY ,DYD2IPN MIONN
Ral2)an
:(Data In Motion) ny»na y1n 6.10.3
NNANNA MON ROY HNNY YTNN NN MK NN 1YY NV 1NN YN DI 6.10.4
.MIONND DYIPN DX 0NN XOR ,Base 64 >0 902y .nbym TLS1.2 yno ,nvnwvy
TPNYAN NYNA 1IN NPNIY DN, MINNDIDY YHNWN MNY 59157 ¥ 110 6.10.5

MYINNY (019N K8AN) BINY 9V 6.11

(SIEM) D>¥17>X 9112 19970 NOWIN WX PNNVIAN NNIYIA N2V 9 TYNN NOIYNN 6.11.1
M990 19INI NOWNN Y YSAN (1) ID [, )yw) 0NN PNI0I0 02 DX257 NOIYND DN
NP9

IUN DY DN PTHIND ,DNNYIND ONNNA ,NIIWNN OMNY IWIRN NOIYNN 6.11.2
PNN I8P NON NP TYINN DN MDOYIN

M5 0YIPN DXVINHVLEY oxnNNa SIEM -5 ©nd nyayn R qwarn noynn 6.11.3
.Syslog

,DIN) DDA ,MEPIVAN - MITD ,NIIWNN DY NVNN MDD HHD NN INND PION DY 6.11.4
DB, Services, Connections,) ¥ NNVAX NI ,MNONY DNYP ,DMPY
NN DXRYNN DIMNDN K NN INNYI VI PION VY .(Queries, Security Violations
.(Success— INHXNY NI 5513) NOIYNN DY NNVIARND TIVNI NPV DI

,N9YANN NN NO ,NNINN ND NI 102 YTNN DX 7PYYNDY AWANN NOIYNN 6.11.5
..amp2) User Agent

NITHNY ONNN2 POX DY) X ITION N XDIPA NOY DO TN IWINN NOIWNN 6.11.6
NOWNN DY NPPTNN

NN ; TPV XD (NPINN ,INY [719N) MY 79N DNINN P NN NON IN¥IP 6.11.7
JPUNN KD W) NN IWINRD

(MYNONN NYN) DYNIY INKD GONIY YT NDY YINT IWINRN KD 6.11.8

920N NV NITHIND VN PIDN PADN N> ,LNIND NONN AOWN POHND 6.11.9
MIHRD MPPN WNIXAD YIATIN TNV TNXD NN MYITIN (NPXONP) MNRNNM
2192 yonn .Big Data-y SIEM »x1m mYoio 1O Moyn .mmvn moya nmind
NNN TIWN MYATY ORNNY XIN VM IPNN IIXY DNRMN DIDN MYINND
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STIVN1 92»0N
APYN TIXD ,YAPINY NPIVNID NNPND MDY 5 DY Y NLOIN YT NNYN NOIYNRN 6.11.10
S0AVN YN 1NN AN

MPIN MPr1a , NP YIP 6.12

NN TIY WA 711 1D NOIWND ¥31av PT Nyt »8d paon |, 79vnn nwd 1o oxnna 6.12.1
(Penetration Tests) Y0IN/NY TN - Y0 NNVIAX HY MODN MP>TAD NIIYNN 2957 D
NN T HY WNIAN WX, (TIVNN MY NMOY TP Ay N - Code Review) Tip 9po
STIWNN ANRND IYNIN SN MP>TAN .TIVNN DY Y TNN NNLIN

YT DY YAPOY 29D TYINA NN TIVNN DY YTNRN NNVINR INX 7Y TIWNI MP TN 6.12.2
NPYTAN NYVI D IR TIVNIN 1N N NN 7PN NIRRT NN NMOY NIXIPY TIVNN
MP TN NINKIN .TIVHN NYIAP 19 Y , NINK INA NN OTP /7 N¥MN MA02 YNINN
(6.12.1 PYDA ININD) PADN MY 0ROV NI NUY

DNNN2Y OMPOY/DIRINND D1 DALY IPNNN PADN — MP>TAN INR¥NNI NPV 6.12.3
CPNRD TPDY NMYOIN NOAP TN WATIN DD PN TIWNn T Sy 11D ay»y nynind

Y1 YTINN NNVIAN DML 1) YTNHN NNVIAN DY NNNNN MYIT DI TINYN NOWNN 6.12.4
M9 95 OVYP YNND PN DY .OMNNPN TP MIPD)I YOINY MIPTH MP T2 5915, TIvNnn
YNRN NNVAN PN DD ININNN NI0N 91D 119 DY PH Na HOVDY YN NNLAN
PPY 53D DMPIYN KD NPIM

Y1999 HNVAN Y19IN HINI9NNY DN IN/I Y199 HNVAN IWINRD NIYN 6.13

NNONI,MNIND YIPR MIIINNT DPN IR/ YIPNRD YTON MYN NN 2»NNN PAYN 6.13.1
D1 HNIN, VTN NNVIN NN NIMNX DY NIPNA ,WNTPRD NITHIND ONNND) P20 DY P
VTN NNVIAN MDPN

NI INA ONNVAR NP DI DY TIVNY YTHN IDINL WINND NNTY 2»NNN PADN 6.13.2
IN/Y NN NZINND IN NNMPN - N7OIN NN IRA NPDY TYUN IN — YN NNVIN
TV, MY PNION IN,MYNAN NNNAN NZID PINY 191 NIIYNN INMI N2 NPNVYNI
NIV NIOM NPYON DY RO NP ND

DY PN ,TIVNY NN 2»NNN PIDN ,PI0N NPNYNI N NYIL WX DY NIpna 6.13.3
Y2 DMLYANN 1IN DIYNAN DINIPN M YT DI INvpa

YL MININ 6.14
DV 251 NNIVN NX NN PODN DY ,NTINID ,MIMD YT NNVIN MYAIT OV NIPN1 6.14.1
1D ON NON DNV MYMITN PN N NPHNND DYIITH DY INYDY ,TIVNN MO8
.AN92) URIN PNYID NYIIT DY AN TIVHN
DYIN0NN NIIYNY OXIN NPN NPTID NPNYY MIAPNNN MINNN DY PADN NINN 6.14.2
.Y Y02 DMIODN
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APRNN >V, TLS mhyn 919 981 WY 5/2023 9909 31219 1991
MMINTN HVINTN TP N2Y DIWNPN DIMIPYY

'N-2 NAD)

TLS 57y 51102 N29¥1 DY N9 MINN

%25 .1

TLS mymiyn 51720 no9yn YW nopudINn DN IR P8N N3 No) .1.1
2INYN DY NNDNI,PI0N NYNN 29 DY 19N DXONNN MNIPYN 29 DY ¥apN MNDN NNVPVIIIND .1.2

0NN NIONN —

.DNA TN NN NIIWNNY (Use cases) NIV YVIIDN 190N NINDNI NN NNVPVIIIND 1.3

: N2N 19IND M NNVPVIIIND 1.4

.2 PY0a 1PNY HNIN NN NN Y A
. 3 yoa — (Use cases) N2 »0on i

NOIWNN HY NPIPOYD NINOND PPND

MY M0 190NY PYHRHRNN NIIWNN .PHT YWNN SY NPRN N2A02 PN Nownn v
GCP ,AWS DonyY punnnn nownn v
139 CA 91 0 CA Y pwnnnn nownn v
(PHNIPXOIN) DIVINIP NA0Y PYHHRNN NIWHRN v
I NY .2
IN NIIWNN NPOONN TI9) XN PON 1N 22770 DR ,NPIONRN NPINK D915, NIIYNN DY 1IN XY NDIV PO
DIDIPNNN
IDININOIN /NN NYINNI 2’299 OV
NN PaovN MO NV
12N TIVNN / POON DB nwv
12N Po0oN 1220 Y55 GW
NN PooN MmN CA S pwnn
NN PooN PR3 SUNN SO CA D pwnn
NN PooN HSM 5 pwnn
NN 90N Syslog 'yn> pwnn
2N PooN SNMP 'yn> pwnn
NN PaoN (SMTP) 0251 'ynd pwnn
NN PooN F55 pwnn
YINIVNNN PooON Imperva > pwnn
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YINIVNNN PoON Gigamon Y pwnn
phlvial Certificates Y pwnn

NN
GCP yya Manager
NN PoON AWS yya Certificates Manager 9 pwnn
YINIPSNN phlviyl Kubernetes Cluster 9 pwnn

: DY DOXVIDNI (DXPYY DXPYI) NIIWNN PYNHN 2.1

STIVNN DY NP NPNINNT MDIWNN DY NPINRD 2.1.1
PYNN 93200 VNNY ORNNA DN MIIWND DIPYNNN YINI DY ININN PION 2.1.2
399010 DY NPV MYITa

(use cases) Ny *VY9ON .3

Apache ,IIS — NY9X N9Y 51 MNHYND YU KON 0N NN 9N 3.1
noap NN CA 5 NYpan nNdYoY M990 NIIYNN NIV NTIVAN 2N NN - DWIN NTyn.3.1.1
INNK WX .Gigamon ,Imperva ,F5 115 y 7107 NNVIAN Y25592) NMPND NIV NOYVI NTIVNN
DNPIDAND / MINRN INIVD TNND NTPNA

NYPA MOV, MTIVNN DNX SV NN ,WITN Y89 MYITIV MTIYNA 198 — DTN ¥ITN.3.1.2

DTIPN PYOI ORNN MWD IR MNONN CA 2 vITNd

NP IMNYN NN NP0 3.2

on-prem NMYN NM2>201 MTIYNN NI NP*I1D.3.2.1
GCP ,AWS — pyn m2>202 MTIYNN N9 Np»I1D.3.2.2

9139390 CA N Dm A yn nwpa 3.3

2091 CA 5 nnHwy NYpany P DMNTPN DXYOY DRNNA.3.3.1
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5 P39

PNV NYINN VNV

NYNNN 90

WINNN NI PISN - /N NOD)

N2INND MYIITA DONIXPN G0 ONRIN NTNY PN - ’a NAD)
YNNI XN 22D I NN - 1-72 Nav)

1976 — Y'own , 07N DN NMINPOY PIN 299 PNNN - ’) NOD)
(NP> DY) 1976-175WN , 07208 DN MXPOY PIN 2D PINN - 1-3 NoD)
MO POY’ MTIR N NYT NN - 1 NOD)

NYNN MY - N NaD)

D7) TN VTN PAIP NMDT PN - ") NOD)

NYIN MLV POY YNNI NN 2T PN NN - T NOD)
TNY MYON - N NAD)

DYNINNN 199971 ¥I9DN - "0 NAD)
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= NYSNN VA0 -

19159
DO1I99N NI
MNINDN YLV TN TIVN

09PN BIMIYI IPINN MY , TLS m1yn 51109 981 W99 5/2023 9901 3199 19913Y NYSH 1IN
(73991907 :190Y) ININDD YYD TI¥N 93y

novN OMN/OMNN , D.0/3.0 100 [wewn ov] /N
NYSN2 DYON9NN DIPNNAY,NT NYSN DNV MY ,37919N 7NN VNN L3999 NANYNN NN NN DY/WHND
9YON

1909 VNN BN NT T997 PAIYY YINN HY IYPH WK 0D X

hpRip) ov

\viph] T NV TIWNI NSV

MIVPON INIT NIIND

INYNN NHINDNI YINND MNAMNNNY MHINNN A

AT DYSNN TIN-NDA PON INNN 5 P9V NN NYNNN .1

92)7) ONX P TN TAN DIND NAYN MOMVY ,NT TN JTAX DIND INPND NYSN 2APNN Y OIOH D .2
.PIND NNV Mamva

VT DTN N TP OMIYIL YD) 19907 XIVI 0N 1D DNVY NPADNRI 11D DY NN NINY PINN N .3
99071 NN D35 ORNNA OWVNITN DIXMPYN INNY DIVITTN D190 DIYNNNI 11D

NYY ONIDNA DYAPN NN O OWT PPIN DI DY 19501 NN DINNN DXV DI M NN PNSN AN .4
DYINNN DNMIN INNINI DMPYN NN D¥D11DN DININN Y2 NN INPTIV INND NYNIN 1T NYSN AP0
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NINN DRRNN-N N DI ,7MIAN-IN DY MIYO Y DY NINTA 9NN NN, OMINT)

MWD 959 DRNNA IPANDY OMIPYN 11002 NN NNYSNY YD 1D, IONNN NN NN I .5
20991 ©MPYN NJION VIAN MV MYIITY ORNNAY,O5I2 ¥IINN YINDNI MV

ANV N0 PN D00 RSN IR MDY INA DNIYN DD NYOYD 5 P92 NYODON NYNNN M0 NNTA PISN N .6
,DOXMPYN NYIDN VINN) NN IO P2 VNI ,DIMPYN WINAT ,PPYI IR PIVINI MDD
,NTIAYN YYD DO APOON LYY ODAMY MATD ,DONPYN NN TNND YNID U ININ DWW YD 1)
ML, NPINN, DM PYN NN TNKD YITIN OTRD MD NTHYN,DOMPYN JNND WITY TN 010NN
27

970N, MYYONN RID INNNY 1IN NN YT HY I0ONIN T NYNND DN TYNX NMNIN INA DPHND .7
(9599 1IN QUN VNN AP VYND) INN IININIVIY WNN DY IN INN YN DY WP N

T 19902 MYSN WIN TUN TIND INX DTN DI 292 NN RY I1T NYNND DWNNN NMNON N DPHND - .8
(9599 N YUN MIVNN AP LYNY) 1T TI9H2 MYSN WNNY HNONIVITN NN D W IUN QNN

NN NINNNY DIND PPN IN NT 19992 MYNN YHNDN INN NINNND NIND )NPON NN MDD R WSNN .9
D91 IMINN YN NYSN YIND NINNNT DI 1D IN I ONYSIN AN NI IN DM NYSN WIND
NINY DD

NINNN N NINHN DY DT PT IR ITON MIAPYA TOWUYI XDY 29 DN NVYNIN WSNN DY 13 Nysn .10
.Y 39902 NN OININIVID

-2 POPYIIN PV NPINN — DT PRIYD NPIND) 33992 INK WNN T DY PININ IN PN IPX WSND - .11
399199 3 9999 77 NODIL INTITHIND ,NVIDW OYNNIND 1N IN 25%

39992 Q0N YNNI 1A NV OYNNIND TN 25% -2 PPINNIPX TR O .12

.3 19902 DXMPYN MIN DY TWPI L1002 INN WNN DY MVN DIAP IOX WNND - .13
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Annex Bl
Manufacturer’s Undertaking Regarding the Proposed System

To the Attention of
Israel National Digital Agency

I the wundersigned, , on behalf of the company

, (hereinafter: the Company”) which is the manufacturer of the system
included in the bid submitted by the bidder (hereinafter: the ”Bidder”) in
response to Tender No. 5/2023 for the Provision of the TLS System, Maintenance Services and

Professional Services (hereinafter: the "Tender”), hereby declare and undertake as follows :

The Bidder proposing the System as defined in the Tender, which is manufactured by the Company, is a
licensed by the Company to sell and provide the System as proposed by the Bidder.

During the term of the agreement between the Israel National Digital Agency and the Bidder (if his

proposal should be accepted in the Tender), we hereby undertake towards you, to provide support services

to the Bidder and the System included in the Bidder’s proposal.

Name: Date:

Signature and seal:

Position:
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